
 

1. UNCLASSIFIED CONTROLLED NUCLEAR INFORMATION (Clause F-11.4) 
(March 2026) 

 Buyer may provide Seller with documents and drawings marked Unclassified Controlled Nuclear 
Information (UCNI) under this Order. By United States law, Seller is required to handle and control 
documents in accordance with requirements identified in 10 CFR 1017 Identification and Protection of 
Unclassified Controlled Nuclear Information and DOE Order 471.1B Identification and Protection of 
Unclassified Controlled Nuclear Information.   

  
 Seller shall ensure that access to UCNI is limited to individuals who have need-to-know, are 

authorized to receive UCNI, and have been granted appropriate access authorizations by Buyer. 
Seller shall ensure that all personnel who have access to UCNI receive appropriate training on the 
requirements of 10 CFR Part 1017 and their responsibilities regarding the protection of UCNI.  

  
 Seller shall implement and maintain physical and administrative measures to protect UCNI from 

unauthorized dissemination, disclosure, modification, or destruction. Such measures include proper 
marking, storage, transmission, and destruction of UCNI in accordance with 10 CFR Part 1017. UCNI 
must be protected in transmission and shall utilize only authorized and approved methods for 
transmitting UCNI, which may include secure electronic means (e.g., encrypted email, secure file 
share, virtual private networks) or secure physical means (e.g., registered mail, courier services with 
tracking, hand-carry by authorized personnel).  

  
 Seller shall designate qualified personnel to serve as UCNI Reviewing Officials (RO), as necessary, 

to satisfy the requirements of 10 CFR Part 1017 concerning the identification, review, and 
determination of UCNI.  Qualified personnel selected to serve as UCNI ROs must complete Buyer's 
training course 7114 UCNI RO with a passing score of 80% or higher on the first attempt.  A passing 
score of 90% or higher is required on the second attempt. The RO is prohibited from making an UCNI 
determination until they receive an Authority Memo from Buyer's Classification Officer. 
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