
 

1. SECURITY REQUIREMENTS - SELLERS HANDLING, STORING AND/OR USING 
OTHER THAN CLASSIFIED INFORMATION (Clause F-11.2) (June 2025) 

 The Contractor Requirements Document(s) (CRD) of the Department of Energy (DOE) Orders, NNSA 
Supplemental Directives (SD), and NIST Special Publications (SP) requirements listed below, shall 
be incorporated by reference into all orders requiring the Seller to handle, store, or use other than 
classified information: 

  
 NIST SP 800-171 Protecting Controlled Unclassified Information (CUI) in Nonfederal Systems and 

Organizations 
 NNSA SD 471.6 Operations Security Program (OPSEC) (applies when Sellers perform work for 

Buyer, to include publishing information pertaining to mission activities, acquisitions, supply chain, 
research and design, performance data, and other sensitive activities conducted on behalf of Buyer)   

  
 ...and when the Seller is handling, processing, storing, or using other than classified 

information on a Federal Information System  
   
 NIST 800-53 Rev 4 Security and Privacy Controls for Federal Information Systems and Organizations   
 DOE O 205.1C Chg 1 Cybersecurity Program (applies when Seller will collect, create, process, 

transmit, store, or disseminate data on information systems and operational technology for, or on 
behalf of, Buyer)  

 NNSA SD 205.1 Baseline Cybersecurity Program (applies to Orders that collect, create, process, 
transmit, store, and disseminate information on automated systems for Buyer) 


